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ABSTRACT

The contemporary military rivalry is driven mostly by the ongoing military
technical revolution. In particular, the weapons used on the future battlefield will
play an important role in military affairs. Which weapons can play a key role in
the future? Electromagnetic weapons seem to involve key elements for the future
battlefield; they offer advantages over conventional weaponry by providing
nonlethality, the advantage of attack at the speed of light, fast engagement of
multiple targets, potentially low operational cost, and wide-area coverage for

offensive and defensive purposes.

This thesis proposes hypothetical electromagnetic bombs (e-bomb) and
classifies e-bombs into three isocategories depending on power sources. It also
assesses the potential lethality effects on different targets based on a developed
MATLAB Simulation Model. It also provides an understanding of the principles of
High Altitude Electromagnetic Pulse (HEMP) and High Power Microwave (HPM)
Weapons. In addition, a measure of effectiveness model is proposed to compare
the hypothetical e-bomb, HEMP and HPM weapons. The strategic effects on
military affairs will be assessed. Finally, this study will help the Turkish Armed
Forces decide on investment in e-bomb research and development (R&D) to

improve combat capabilities in the future battlefield.
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EXECUTIVE SUMMARY

The future battlefield will involve warfare using new generation weapons
such as electromagnetic weapons. The increasing costs of conventional
weapons, combined with the lethal effects on humans and the environment,
leads global powers into the exploration of relatively cheap and nonlethal
weapons. In addition, the increasing dependency of conventional weapons on
command and control systems creates a weakness because the technology used
in command and control system is mostly susceptible and vulnerable to
electronic transient generated by electromagnetic weapons. This thesis proposes

a new electromagnetic-bomb (e-bomb).

An electronic bomb, or e-bomb, is a form of directed energy with potential
for military utility. Even though the e-bomb currently is not completely described
in open literature sources, sufficient information has been published about e-
bomb technology by directed energy researchers to support the general
impression that electromagnetic weapons could be built. In this study, High
Power Microwave (HPM) basic transmission theory will be used to define the
characteristic of a hypothetical e-bomb. In addition, High Altitude Electromagnetic
Pulse (HEMP) and HPM weapons will be also defined in order to assess the
effectiveness of a proposed hypothetical e-bomb in comparison with other

electromagnetic weapons.

To show a wide range of different applications, source technologies and
the range of effects on different targets, three types of e-bombs will be

categorized and evaluated:

e Low-Tech (Small) E-Bomb (intended to be used against unshielded

systems)

e Medium-Tech (Moderate) E-Bomb (intended to be used against

moderately shielded systems, commercial aircrafts for example)

Xiii



e High-Tech (Powerful) E-Bomb (intended to be used against fully
shielded systems, such as military assets)

The HPM theory, currently defined in open literature, will be used to
assess the potential lethality and upset effect of a proposed e-bomb on electronic
systems, This theory as described will also be the basis for MATLAB simulation
calculation. Once the simulation model is generated, the High Intensity Radiated
Field (HIRF) standards, which are established in order to define the maximum
field strength in which commercial airplanes can safely fly, and the published
damage threshold levels for representative electronic devices will be used as
tools to validate the model. If the electric field strength, which is defined in HIRF
standards as “severe” for commercial airplane for designated frequency, is
proved to be sufficient to possibly damage the representative electronic devices,

the model will be assumed as “validated.”

Once the model is validated, the simulation will be run for each type of
proposed e-bomb in order to assess the potential lethality against different kinds

of targets.

After assessing the effects of a proposed e-bomb, defense against e-
bombs and the military utility, including advantages and disadvantages, will be
identified in order to evaluate the limitations and the potential benefits of

hypothetical e-bombs.

The next step in this thesis is to define the importance of the hypothetical
e-bomb in military rivalry. The military rivalry mostly depends on military technical
revolution. The weapons that will be used in the future battlefield will play an
important role in military rivalry. Since the proposed e—bomb offers advantages
over conventional weapons by providing a) nonlethality (no damage on humans),
b) attack at the speed of light, c) fast engagement of multiple targets, d) potential
low operational cost, and €) area coverage for offensive and defensive purposes,
it is possible that the hypothetical e-bomb will be a key element for the battlefield

of the future.

Xiv



Multiple, objective decision making provides a good methodology to
assess the role of proposed e-bomb in military rivalry. Since the factors that
affect the use/choice of a weapon instead of alternatives, are numerous and
diverse, multiple, objective decision making will provide a better approach to
compare similar weapons. In this study, one of the multiple, objective decision
making methods, the “cost-effectiveness analysis,” will be used to compare the
electromagnetic weapons. A “measure of effectiveness” model for
electromagnetic weapons will be introduced. The model will mostly include
qualitative measurement because there is not enough open source information
available to define the attributes. Another limitation in this analysis is the cost
estimation of such weapons. Since there is not enough source data to define the
cost of each individual weapon, the cost issue in the analysis will be assumed
equal. Even though such limitations exist, the output of the cost-effectiveness
model will provide a good vision in order to assess the future benefits of

proposed e-bomb.

The implementation of such a weapon (potentially the weapon of the
future battlefield), will definitely change the position of any military force in the
military rivalry. Finally, under the assumptions made and conditions defined, the
implementation of a hypothetical e-bomb to the Turkish Armed Forces will be
analyzed. The potential benefits from such a weapon will be introduced and the
reasons why the Turkish Armed Forces should invest in e-bomb research and
development (R&D) will be identified.
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INTRODUCTION

A nation which does not practice science, such a nation, one must
admit has no place in the high road of civilization.

— Mustafa Kemal Ataturk
The founder and the first president of the Turkish Republic

In 1232, during the battle of Kai-Keng, the Chinese repelled Mongol
invaders with the first known use of rudimentary rockets powered
by gunpowder, called “arrows of flying fire.”

In 1914, employing automatic weapons, the German army rolled
across Europe, dominating the cavalry and breech-loaded armies
that made up the conventional forces of that era.

On August 9, 1945, a lone American B-29 bomber flew over
Nagasaki, Japan, and dropped a single atomic bomb that ended
World War II.

And in February 1991, precision-guided “smart” bombs, ground-
hugging cruise missiles, and invisible stealth fighters forced the
massively equipped and much more numerous Iragi army to its
knees.

In 2003, the conflict in Iraqi just missed seeing the introduction of a
new generation of sophisticated weaponry.

These overwhelming victories had one thing in common: They
exploited technology to underpin a revolution in military affairs.
Today the next revolution in military affairs is about to begin. But
this revolution is not built on bombs or bullets, or anything you can
hold in your hands. It comes from the same spectrum of energy
found in a microwave, a light bulb, or a TV remote control. It is
called Directed Energy (Beason, 2005).



A. AREA OF RESEARCH

The next revolution in military affairs is about to begin. This revolution may
have munitions whose effects are not kinetic, but may instead be based on
directed and focused energy. An electronic bomb, or e-bomb, is a form of

directed energy with potential for military utility.

Even though the e-bomb is not completely described in open literature
sources, directed energy researchers have published sufficient information about
the underlying technology to indicate that electromagnetic weapons could be built
(Kopp, 1993) (Kopp, 1996) (Benford, Swegle, and Schamiloglu, 2007). If so, the
e-bomb has potential to change significantly the international correlation of

forces.
This thesis researches the technical aspects of the e-bomb, explores its

potential capabilities, and assesses the effects on contemporary military rivalries.

B. MAJOR RESEARCH QUESTIONS

1. Primary Question

— Should Turkish Armed Forces invest in e-bomb research and

development (R&D) to improve combat capabilities in the battlefield of the future?
2. Subsidiary Questions

— What is the e-bomb, what reasonable outputs can be expected and
what are the soft kill and hard kill conditions associated with such a device?

— What measures protect targets from e-bomb attack?

— How does the e-bomb compare to other forms of high-power

electromagnetic weaponry?



— What does a first order model for evaluating the Measure of
Effectiveness (MOE) of different capability levels of e-bombs tell us about

potential military utility?
C. IMPORTANCE AND THE BENEFITS OF THE STUDY

The results of this study may be used to support ongoing efforts by
Turkish Armed Forces to apply electronic warfare and other countermeasures
against modern threats. This thesis should enhance the perspective and
knowledge of electronic warfare officers, technical personnel and policy makers.
Furthermore, research and results will assist the Turkish Armed Forces in
evaluating the needs and requirements of electronic warfare systems for the
battlefield of the future.

D. ORGANIZATION OF THE THESIS

This thesis is composed of six chapters. Chapter | provides an introduction
to, and an overview of, new technology weapons of future battlefield, the

electromagnetic-bomb.

Chapter Il presents the fundamental terminology for directed energy
weapons and electromagnetic weapons, and provides the historical background
for each of these weapons. In addition to providing the definitions in order to
understand directed energy and electromagnetic weapons clearly, High Altitude
Electromagnetic Pulse (HEMP) and High Power Microwave (HPM) weapons is
briefly explained in order to compare them with the hypothetical e-bomb, which

are discussed in Chapter lII.

Chapter Il introduces three kinds of e-bombs, defines e-bomb theory,
gives the specification for each class, and defines a MATLAB model used to
simulate each type of e-bomb. It also validates the proposed simulation model
according to a given scenario and evaluates a bound on the potential lethality

range of each type of e-bomb based on the known susceptibility levels of possible



targets. In addition, countermeasures against e-bombs and the overall military

utility of such a weapon are analyzed in this chapter.

Chapter IV explains multiple objective decision methods, defines the
estimation of measure of effectiveness of any system, proposes a measure of
effectiveness model to compare electromagnetic weapons and evaluates the
benefits of three electromagnetic weapons (HEMP, HPM and E-Bomb) according
to the output of the model. Furthermore, potential advantages and attractiveness

of the e-bomb are assessed, in comparison with other electromagnetic.

Chapter V discusses the battlefield of the future, the importance of e-
bombs, the military rivalry at present and in the near future and the potential
effect of an e-bomb in military affairs. Furthermore, this chapter answers the
primary research question whether the Turkish Armed Forces should invest in e-
bomb research and development (R&D) to improve its combat capabilities in the
battlefield of the future.

Chapter VI presents the conclusion of the study and suggests

recommendations for future thesis work.

Figure 1 shows the outline of the thesis.

INTRODUCTION TERMINOLOGY EROMB
CHAPTER V CHAPTER IV
gg@gggg(\)’:\j E-BOMB IN COMPARISON OF
MILITARY RIVALRY EM WEAPONS

Figure 1.  Thesis Roadmap



.  TERMINOLOGY

| am not leaving a spiritual legacy of dogmas, unchangeable
petrified directives. My spiritual legacy is science and reason. ...
What | wanted to do and what | tried to achieve for the Turkish
nation is quite evident. If those people who wish to follow me after |
am gone take the reason and science as their guides they will be
my true spiritual heirs.

— Mustafa Kemal Ataturk

A. BACKGROUND

An electronic bomb, or e-bomb, is a form of directed energy device with
potential for military applications. Even though the e-bomb currently is not
completely described in open literature sources, sufficient information has been
published (Kopp, 1993) (Kopp, 1996) (Benford, Swegle, and Schamiloglu, 2007)
about e-bomb technology by directed energy researchers to indicate that

electromagnetic weapons could be built.

Directed Energy research originated with research work done to determine
the impact to important military systems operating in harsh electromagnetic
environments. One of the most threatening and pervasive of all electromagnetic

threats is that due to electromagnetic pulses.

The electromagnetic pulse produced by a high-altitude nuclear detonation
can induce electrical stresses (currents, voltages, or charge) on and within
systems. These HEMP induced stresses can damage or severely disrupt some
electronic systems, which are sensitive to transient disturbance. Significant
potential damaging effects can occur at long ranges to virtually all systems

located within line-of-sight of the detonation point.

The first electromagnetic pulse effect was observed during a high altitude
airburst nuclear weapons testing. As a result of the test, a very short but
extremely intense electromagnetic pulse was observed. This pulse propagated

away from its source with a decreasing intensity, which is also to be expected
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according to the theory of electromagnetism. Carlo Kopp, a prominent Australian
freelance defense analyst and academic, defined this electromagnetic pulse as
“an electromagnetic shock wave” (Kopp, 1993). An unclassified representation of
the electromagnetic pulse normalized amplitude versus the pulse duration for the
e-bomb available in the open literature (Kopp, 1996) is shown in Figure 2 and
contrasted with those of the unclassified representation of the nuclear
electromagnetic pulse transient and a typical lightning stroke. It can be seen in
this plot that the Flux Compression Generator, that is intended to be one of the
power sources for the proposed e-bomb and will be explained later, share similar
spectral content with a nuclear electromagnetic transient and lightning stroke.
The higher pulsewidth of Flux Compression Generator can also provide extra
advantages such as better coupling efficiency. However, it may be disadvantage
since it causes less atmospheric breakdown level than others. The technical

detail will be explained in later chapters.

Taylor and Giri, the authors of a book named: “High Power Microwave
Systems and Effects,” mention about an interesting example of electromagnetic

effect in their book:

A tragic example of the effects on electronics from high power
microwave (HPM) illumination occurred on the U.S. aircraft carrier
Forrestal on July 29, 1967. At that time, the Forrestal was cruising
off the coast of North Vietham. It's A-4 Skyhawk jets had flown
more than 700 sorties. A number of A-4’s were on the deck, fully
fueled and loaded with 1000-Ib bombs, air-to-ground missiles, and
air-to-air missiles. One of the missile cables apparently had an
improperly, mounted shielded connector. When it was illuminated
by a shipboard radar, RF voltages were developed in the degraded
connector which resulted in a missile being fired across the deck
and striking another aircraft. Secondary explosions of aircraft,
bombs, and missiles did $72 million of damage, with 134 men lost
or missing (Taylor and Giri, 1996).
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Figure 2.  Typical Electromagnetic Pulse Shape (Kopp, 1996)

On March 25, 2003, CBS News reported that

The U.S. Air Force hit Iragi TV with an experimental
electromagnetic pulse device called the “E-Bomb” in an attempt to
knock it off the air and shut down Saddam Hussein’s propaganda
machine. The highly classified bomb created a brief pulse of
microwaves powerful enough to fry computers, blind radar, silence
radios, trigger crippling power outages and disable the electronic
ignitions in vehicles and aircraft. Officially, the Pentagon does not
acknowledge the weapon’s existence. Asked about it at a March 5
news conference at the Pentagon, Gen. Tommy Franks did not
confirm this news (CBS News, 2003).

Carlo Kopp published the only open-literature studies about the e-bomb.
In 1993, he defined a doctrine for the use of such devices, and then, in 1996, he

introduced the technical and operational aspects of the e-bomb.



E-Bomb studies are heavily classified, and research surrounding them is
highly secret. The nature of that information protection will affect the contents

and analysis involved in this open source thesis effort.

B. DIRECTED ENERGY AND DIRECTED ENERGY WEAPONS (DEW)

1. Key Definitions

Directed Energy (DE): An umbrella term covering technologies that relate
to the production of a beam of concentrated electromagnetic energy or atomic or
subatomic particles (Joint Publication 1-02, 161) (Deveci, 2007).

Directed-Energy Warfare (DEW): Military action involving the use of
directed-energy weapons, devices, and countermeasures to either cause direct
damage or destruction of enemy equipment, facilities, and personnel, or to
determine, exploit, reduce, or prevent hostile use of the electromagnetic
spectrum through damage, destruction, and disruption. It also includes actions
taken to protect friendly equipment, facilities, and personnel, as well as retain
friendly use of the electromagnetic spectrum (Joint Publication 1-02, 161)
(Deveci, 2007)

Directed-Energy Weapon: A system using directed energy primarily as a
direct means to damage or destroy enemy equipment, facilities, and personnel
(Joint Publication 1-02, 162) (Deveci, 2007).

The Electronic Warfare (EW) in the existing century is different from the
traditional, old way of EW. In the new way, the defensive part of EW includes the
offensive actions such as preventing the enemy’s use of the electromagnetic
spectrum through counter measures such as damaging, disrupting, or destructing
the enemy’s electromagnetic capability. DEW is considered to be as the

representative of the new way of EW (Schleher, 1999).



2. Directed Energy Weapon Systems

Directed energy weapons include four types of weapons: high-energy
lasers (HEL), charged particle beams (CPB), neutral particle beams (NPB), and
High Power Microwaves (HPM). The most common characteristic of these
weapons is that they attack at the speed-of-light. This helps in defeating targets
such as theater and ballistic missiles before they can deploy defense-saturating
sub-munitions. Another advantage of such weapons is that they can be used
against multiple targets at the same time. Among all four weapon categories,
HEL systems have the most potential for military technical revolution in order to
be applied in both strategic defenses and tactical battlefield (Schleher, 1999).
HPM technology, which will be base for the proposed e-bomb in this study, has
similar potential also, but since it has not been as well funded and is accordingly
less well developed, the technology for it seems behind that of lasers. On the
other hand, particle beam weapons are still in the science fiction domain, as the

weight and cost do not yet justify the weaponization (Kopp, 2006).

In this study, the e-bomb is defined as a kind of directed energy weapon.
Even though the technical specifications of the e-bomb are based on the HPM
technology, the means of e-bomb delivery differs from that of HPM. To
understand the military utility of the e-bomb better and show the advantages and
disadvantages of it, e-bomb will be assumed as the third electromagnetic
weapon after HPM and High Altitude Electromagnetic Pulse (HEMP). The
rationale is the similarities perceived between these technologies and the

absence of any open-literature e-bomb data.
3. Directed Energy Weapon Concepts

Kopp has recently published an article about Directed Energy Weapons.

In that article, he defines the Directed Energy Weapons basically as:

Directed Energy Weapons share the concept of delivering a large
amount of stored energy from the weapon to the target, to produce
structural and incendiary damage effects. The fundamental
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difference is that a DEW delivers its effect at the speed of light,
rather than supersonic or subsonic speeds typical of projectile
weapons (Kopp, 2006).

DEWs have great potential for aircraft operations since crews can
enhance their own survivability in the battlefield, where the aircrafts are
susceptible and vulnerable to missile threats, by protecting themselves with
electromagnetic shields. In such environment, DEW systems may prevent the
aircraft from threats by decreasing the detection and targeting capability of
enemy. They may also aid in hit avoidance by deflecting, blinding, or causing the
incoming missile to break lock and finally, where necessary, to destroy the
missile itself before it reaches its target. An additional approach might be to

defeat the fusing system of the incoming missile (Schleher, 1999).

There are still two fundamental problems shared by Directed Energy
Weapons. These problems are defined as “getting the projectile to successfully
travel a useful distance and hit the target,” and then “produce useful damage
effects” (Kopp, 2006).

C. ELECTROMAGNETIC WEAPONS

As mentioned above, three electromagnetic weapons will be defined in
this study: High Altitude Electromagnetic Pulse (HEMP), High Power Microwave
(HPM) Weapons, and Electromagnetic Bomb (e-bomb).

Even though e-bomb can be considered same as HPM weapons based on
underlying technology, this study will assume that these two weapons are

different due to means of delivery.

HEMP is not a directed energy weapon. The reason why HEMP is defined
as an electromagnetic weapon is that it produces similar effects in
electromagnetic spectrum and can cause similar impacts on electronic devices.
In later sections, e-bomb utility will be evaluated in comparison with HPM and
HEMP.

10



1. High Altitude Electromagnetic Pulse (HEMP)

High Altitude Electromagnetic Pulse (HEMP) is an instantaneous
electromagnetic energy field produced in the upper atmosphere by the radiation
of a nuclear detonation. The potential damage of HEMP on the electronic devices
over a very wide area is dependent on the detonation altitude and the structural
design of the nuclear device. As mentioned in the definition of the HEMP, a
nuclear weapon detonated high above the Earth’s surface is required to produce
HEMP. In such way, the gamma-radiation is created that interacts with the
atmosphere to create an instantaneous and intense electromagnetic energy field
that does not damage the people as it radiates outward from the burst, but which
can overload computer circuitry with effects similar to, but causing damage much

more swiftly than a lightning strike (Wilson, 2006).

A test at the Pacific Ocean introduced the HEMP effects to the U.S. in
1962. The following observation was reported:

On July 8, 1962, at about 11:00 pm Hawaiian time, a nuclear

detonation occurred 400 km above Johnston Atoll in the Pacific

Ocean during a high-altitude nuclear test conducted by the U.S.

under the code name “Starfish Prime.” Approximately 800 miles

from ground zero on the Hawaiian island of Oahu, 30 strings of

street lights failed simultaneously at about the time of the Starfish
shot” (Glasstone and Dolan, 1977).

After the explosion, Vittitoe who examined the Hawaiian street light
incident, concluded that failure was caused by the electromagnetic pulse
generated by the nuclear detonation. He concluded that “Although the peak
amplitude of the electromagnetic pulse was relatively small, the orientation of the
street light circuits with respect to the incident electromagnetic pulse angle
allowed a coherent buildup of surges which resulted in blown fuses” (Vittitoe,
1988). When it is considered that the distance of the epicenter of the blasts is
800 miles from Honolulu, the 5.6 kV/m (kilovolts per meter) peak electric field
estimated over Honolulu gives a good interpretation about how powerful HEMP
can be (Longmire, 1985).
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The HEMP effect can span thousands of miles, depending on the altitude

as well as the design and yield of the nuclear burst (a single device detonated at

an appropriate altitude over Kansas reportedly could affect all of the continental

United States), HEMP can be picked up by metallic conductors such as wires or

power cables, acting as antennas conducting the energy shockwave into the

electronic systems of valued cars, airplanes, and communication (Wilson, 2006).
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Figure 3.  Estimated Area Affected by HEMP (Spencer, Heritage Foundation,

2000)

Since the electromagnetic pulse damage on unprotected electronic

devices is limited by the blast’'s “line of sight,” the altitude of the explosion

determines the size of the affected area in harm’s way. The higher the altitude,

the greater the land area affected. Figure 3 shows the estimated affected area by

such a HEMP. According to this figure, the HEMP produced by a single large

nuclear weapon, detonated 125 miles (200 km) above the center of the
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continental United States, would reach more than half of the country; a weapon
detonated at 250 miles (400 km) would reach the entire country, though at lower

pulse intensities.

Modern weapons with higher gamma-ray yields coupled with higher
geomagnetic fields over the central U.S. could produce electromagnetic pulse
with intense fields on the order of tens of kilovolts per meter (Kruse, Nickel,
Taylor, Bonk and Barnes, 1991). For example, a one- or two-megaton device
detonated at an altitude of 250 miles would reportedly produce a field strength of
10-50 kV/m, enough to produce extensive damage to electronics over the entire
continental U.S. (Miller, 2005). Since HEMP is electromagnetic radiation traveling
at the speed of light, the entire area could possibly be affected almost
simultaneously. All communications, television, radio, cars, trucks, planes, etc.,
could be reached, resulting in an Electronic blanket where all electronics in the

states could be affected (Spencer, Heritage Foundation).

Even though HEMP seems a major threat on electronic equipments, there
are some challenges in generating such weapons. It is quite difficult and
expensive, since it requires the ability to field both a nuclear weapon and a
delivery system to get it to altitude. It must be noted that HEMP occurs for
nuclear detonations above 25 miles and is most effective above approximately
70 miles. The higher the burst is, the more widespread the effect due to line of
sight. Currently, the U.S., Russia, United Kingdom, France, China, India,
Pakistan, and Israel have the capability to produce HEMP, and 11 other
countries have similar potential, either due to indigenous weapons programs or
arms trading (Miller, 2005).

2. High Power Microwave Weapons

High Power Microwave (HPM) is an imprecise term used by several
communities studying generation of coherent electromagnetic radiation spanning
the frequency range of 1 GHz to over 100 GHz. One interpretation of the term is

high-average-power microwaves, which implies long-pulse duration, high
13



repetition rate or continuous beam source. Another interpretation is high-peak-
power microwaves, which implies short-pulse duration, a low-repetition rate or

“single-shot” source (Barker and Schamiloglu, 2001).

HPM in this thesis includes the features of HEMP and lightning. This is
done intentionally to capitalize on the vast body of knowledge available for these
two intense electromagnetic threats. Where necessary, the various

electromagnetic threats will be contrasted to point out their inherent differences.

In various countries, High-power microwaves (HPM) operating in a single-
shot or with tens or hundreds of Hz repetition rates are being developed. In
addition to their frequency agility, they have been reached the power level at in
the GW range (Giri, 2004). Since the power levels of HPM sources have been
reached to GW levels, the application of HPM technology as a weapon for
defense has been quite an interest for military purposes. It was realized that such
applications may disrupt or even destroy the electronic systems of offensive

weapons such as missiles (Giri, 2004).

Until the 1980s, various analysts working in HPM technology had
considered using microwave radiation as a weapon as well as for
communications and detection. Since damage thresholds levels of representative
electronic devices were high when compared to available microwave output
power (kilowatts) by that time, the use of HPM technology as a weapon was not
in the interest of the analysts. Then, two new technological advents changed this
belief. First, the source development of microwave power in the Gigawatt range
posed a plausible threat to military equipment. Second, the military grew
increasingly dependent on microelectronics that were susceptible to large voltage
transients at much lower power levels than their predecessors. These two
developments made analysts begin to believe that along with the rapid advance
of pulsed power technology, HPM might play an important role for the battlefield
of the future. These devices might have a use in traditional Electronic Warfare
(EW) missions. They can be used as a jammer against the enemy radar, and

command and control systems. But this is not all they might accomplish. They
14



might also disable or disrupt the enemy aircraft and missiles in the air or on the
ground. This utility provides a wide variety of offensive and defensive missions.
HPM uses could range from air base defense, aircraft self-protection, and
suppression of enemy air defenses, attacks on airfields, imprecisely located or
“strategic relocatable” targets (mobile missiles and command posts), and

satellites (Barker and Schamiloglu, 2001).

The potential effects of a designed HPM weapon strongly depends on the
electromagnetic properties of the target. Since it is difficult to get the required
intelligence, the complexity of real systems poses technical difficulties (Giri,
2004).

The recent comparison of HEMP and HPM resulted in a published report.
The spectra of the Source Region electromagnetic pulse and of the lightning are

shown on Figure 4. The following conclusion was made:

The low level electromagnetic signals covering the whole spectrum
represent the various electromagnetic interferences due to all kind
of sources and which are the most common electromagnetic
environment today. It can be seen that the HEMP and HPM present
a similar shape, but that:

e the frequency of 300 MHz represents the maximum
significant value for HEMP, but it is the minimum value for
HPM;

e the amplitude of the HEMP signal is about one order of
magnitude higher than the signal produced by an HPM
source” (lanoz, 2008).
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A typical HPM weapon system basically includes a prime source that
generates the intended power, an RF generator, a system that shapes and forms
the wave into the intended form, a waveguide through which the generated wave
travel, an antenna that propagated the wave, and the control unit that manages
all the steps (see Figure 5).
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Figure 5.  HPM Weapon System
For this study, the following three items are considered the basic elements
used to explain the theory for HPM weapon systems:
e HPM power supply
e Waveguide
e Antennalreflector
Each of these parts limits the design in some way and affects the other
parts.

a. HPM Power Supply

The operating principles of various microwave sources are

presented in this section.
(1) Klystron. The klystron is a high-frequency oscillator
and amplifier that was invented in the late 1930s by R. H. Varian and S. F.
Varian. The output capabilities of modern klystron tubes are steadily being
improved. In general, klystrons provides high pulse and continuous wave (CW)

power with medium bandwidth limitations. Relatively high gains (up to 70 dB) and
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efficiencies (up to 70%) can be achieved. Efficiency refers to what fraction of the
input DC power for CW sources is converted into microwave power (Taylor and
Giri, 1994).

(2) Magnetrons. The magnetron is a self-contained
microwave oscillator that operates differently from the linear-beam tubes, such as
the klystron. crossed-electron and magnetic fields are used in the magnetron to
produce the high-power output required in radar and communications equipment
(Buczynski, 2003). The magnetron tube was perfected before the klystron and is
the more widely used device for power oscillator applications. In the late 1970s,
100-MW pulsed magnetrons and klystrons became commercially available.
However, a relativistic magnetron source in the L band producing 1.8 GW of
peak power is now commercially available (Taylor and Giri, 1994).

(3)  Gyrotrons. The gyrotron is a new type of microwave
device that operates at millimeter wavelengths. For these devices, the electron
beam is normally a thin hollow cylinder configuration and is directed into a strong
axial magnetic field inside a circular cylindrical cavity. Some reported output
powers from gyrotron oscillators under pulse operation are 800 MW at 7.5 GHz,
350 MW at 15 GHz, and 8 MW at 37.5 GHz (Taylor and Giri, 1994).

(4)  Vircators. The virtual cathode oscillator, or vircator, is
a high-power source capable of operation within the frequency range of a few
hundred megahertz to tens of gigahertz. Very high outputs (up to 20 GW) have
been reported for the vircator. Pulse lengths of ten to several hundred
nanoseconds can be produced. Usually the pulse length is controlled by the
electrical pulse driving the anode, although other factors are involved (Taylor and
Giri, 1994).

Vircator is the most appropriate device among all other HPM
sources in terms of use in munition applications. Since it is simple in design,
relatively cheap in production and capable of generating tens of Gigawatts of
power, these features attract significant interest of electromagnetic weapon world
(Kopp, 1996).

18



Figure 6 shows an axial virtual cathode oscillator defined by

Kopp. The detailed information about the vircator can be found in open literature
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Figure 6.  Vircator (Kopp, 1996)

(5) Ubitron/Free-Electron Lasers. The ubitron is a device
that uses an electron beam directed past a set of periodically spaced magnets
where the electron velocities are near the speed of light. Output power levels

exceeding 1 GW have been reported (Taylor and Giri, 1994).

(6) Klystronlike Intense Relativistic Electron Beam
Devices. Generally, these devices have a low efficiency. The so-called intense
relativistic electron beam device incorporates a converter to achieve high
efficiencies in the conversion of electron kinetic energy into electrical energy.

Recent simulation studies have been performed on the design of such devices.
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The simulation results show that for a very large diameter (26 cm) intense beam
(466 keV, 100 kA), it appears that 31 GW of RF beam power can be developed
at 1.3 GHz (Taylor and Giri, 1994).

In order to be considered a viable source for a high-power
microwave weapon, a device should provide an output power that exceeds 1 GW
(Benford, 1987). A comparison of the outputs from these devices is shown in
Figure 7. It can be seen that a vircator can be the best performing power source
for 1 GHz frequency, where a magnetron has better performance for 3 GHz.
According to desired frequency level, other power sources can be considered as

an alternative to the best performing sources.
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Figure 7.  Comparison of Device Peak-Power Generation (Taylor and Giri,
1994)

b. Waveguide

Waveguides are metallic transmission lines that act as a duct for
propagating microwave radiation typically to interconnect transmitters/receivers
with antennas. They also act as a radiating element without an antenna for

electromagnetic waves at microwave frequencies (i.e., open-ended waveguide).
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In this study, every design of electromagnetic weapon will include
only rectangular waveguides. There are two independent classes of waveguides:

Transfer Magnetic (TM) modes and Transverse Electric (TE) modes.

A conducting waveguide operating in the lowest-order transverse
electric (TE) mode is often used in transitioning a sinusoidal electromagnetic
wave from source to radiating antenna. Extending this concept to pyramidal
horns, waves can be launched from one or more waveguide/sources (Taylor and
Giri, 1994).

The most important problem of waveguide use in HPM weapons is
the maximum field strength that a waveguide filled with air can propagate
(around 3 MV/m). However, a proven method is used to overcome this problem.
That is vacuuming the waveguide and filling with appropriate gas. If the
waveguide is operated under high-vacuum conditions, it can propagate very
large electric fields. In order to bring the power out of the waveguide, the fields
need to be reduced below the dielectric strength of the ambient medium (air or

some high-dielectric-strength gas such as SFg at 1 atm) (Taylor and Giri, 1994).

Official Designations
Band
Desi Range Internal Internal U.K.

€SN | (GHz) (inches) (mm.) LE.C.* (RCSC) U.S. (EIA)**
0.96 -1.45 7.7x3.85 195.58 x 97.79 R12 WG5 WR770
112-1.7 6.5x3.25 165.10 x 82.55 R14 WG6 WR650
1.45-22 5.1 x2.55 129.54 x 64.77 R18 WG7 WR510
1.7-2.6 4.3x2.15 109.22 x 54.61 R22 WG8 WR430
22-33 3.4x1.7 86.36 x 43.18 R26 WG9A WR340

*IEC : International Electrotechnical Commission

**EIA : Electronic Industry Association

Table 1. Rectangular Waveguide Specifications (Microwave Encyclopedia,
Microwaves101.com [08/12/2008] abstracted from
http://www.microwaves101.com/content/downloads.cfm)
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Table 1 shows the waveguide dimensions and designations for the
interested frequencies. This table will be the main source to decide what kind of
waveguide will be used in design of e-bomb in later chapters. More detailed

waveguide features are listed in Appendix A.
C. Antenna/Reflector

A traditional way of illuminating a reflector horn for a narrow band
CW signal is by a pyramidal horn. The pyramidal horn and the reflector have to
work in conjunction to produce the desired radiation patterns (Giri, 2004).
Another way to propagate the wave is to use a parabolic dish antenna. In later
chapters, the e-bomb model will include either the pyramidal horn antenna or a

parabolic dish antenna.
3. Electromagnetic Bomb (E-Bomb)

An electronic bomb, or e-bomb, is a form of directed energy with potential
military applications. In this study, HPM basic transmission theory is used to

define the characteristic of hypothetical e-bomb.

The use of HPM warheads on precision guided munitions is an attractive
coupling of electronic attacks with precision guided munitions (PGMs) and
includes such platforms as accurate missiles, glidebombs, and unmanned aerial
vehicles (UAVs). Carlo Kopp, who coined the term E-bomb in 1995, when the
U.S Air Force originally published his work, envisioned combining a smart bomb
with a HPM warhead (Benford, Swegle and Schamiloglu, 2007).

Kopp in his article mentions about the electromagnetic pulse as “an
electromagnetic shock wave.” This pulse produces a powerful electromagnetic
field, particularly within the vicinity of the weapon burst that can be sufficiently
strong to produce short duration transient voltages of several of kilo volts on
exposed electrical devices that include conductors, wires, or conductive tracks on

printed circuit boards (Kopp, 1993).
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He also defined the Flux Compression Generators (FCGs) and HPM
devices, especially vircator, as the key technologies which may be used in e-
bomb technology (Kopp, 1996). HPM devices (and vircators) are mentioned
previously in this report as special systems offering unique performance
(frequency, amplitude, power) features. These devices are not commonly
available. On the other hand, FCG is defined in the open literature as a mature
technology. FCGs can produce peak electrical energies of megajoules in tens to
hundreds of microseconds. These performance attributes make FCG technology
appealing for e-bomb consideration at high frequencies. The biggest advantage
with respect to usage for e-bomb is that the FCGs can be compact and generate
power in TerraWatts or tens of TerraWatts (Kopp, 1996). As designed by Kopp,
Figure 8 shows the detailed technical parts and the discharge picture versus time
for helical FCG.

Since the effectiveness of the flux generator is limited because of the
coupling efficiency of a low frequency pulse, and low-frequency pulses are
important, the vircator appears to be a better approach to designing an e-bomb
(Kopp, 1996).
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A vircator/antenna combination defined by Kopp is shown in Figure 9.
Especially a circularly polarized wideband antenna application in an e-bomb
design would require a tapered helix or conical spiral antenna in order to provide

a better application for large power with minimal losses.

Dielectric Nosecone Radome

Antenna Feed Ports (in phase) f Circularly Polarised Radiation

\

Axial Vircator Ll
Feed Stub \

{C) 1336 Cavlo Kopp
Backfire Reflector Multifilar Conical Helix Antenna

FIG.5.2 EXAMPLE OF VIRCATOR/ANTENNA ASSEMBLY

Figure 9.  Vircator/Antenna Combination (Kopp, 1996)

An e-bomb design will include consideration about the delivery system
options available. The weapon may dictate the delivery system, or alternatively
the delivery system constraints may heavily influence the e-bomb design.

Delivery system considerations are very important.

The massed application of such electromagnetic weapons in the opening
phase of an electronic battle delivered at the proper instant or location can
quickly lead the superiority in the electromagnetic spectrum. This package might
mean a major shift from physically lethal weaponry to electronically lethal attacks
(via e-bombs) as a preferred mode of operation. Potential platforms for such
weapons delivery systems are the U.S. Air Force-deployed global positioning
system (GPS) aided munition on the B-2 bomber and the GPS/internally guided
GBU-29/30 JDAM (Joint Direct Attack Munition) and the AGM-154 JSOW (Joint
Stand Off Weapon) glidebomb. The attractiveness of glidebombs delivering HPM

warheads is that the weapon can be released from outside the effective radius of
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target air defenses, minimizing the risk to the launch aircraft, which can stay clear

of the bomb’s electromagnetic effects (Benford, Swegle and Schamiloglu, 2007).

Kopp proposed two delivery methods, both include the Mk.84 warhead
delivery form (shown in Figure 10 and 11). GPS guided bombs and AGW
glidebombs are intended to be used by this type of delivery. One of the Mk.84
designs that he proposed includes a pure helical FCG and coaxial short circuit
load. His second design concept includes a vircator tube feeding a conical horn
for the second stage of the bomb. Both designs can be seen in Figure 10 and

Figure 11 respectively.

Ballast Ring Coaxial Load

Power Supply Explosive Switch

I

E==

Coaxial Capacitor Bank  Coaxial FCG (Stage 1)  Coaxial FCG (Stage 2)
Mi.B4 900 kg 3.54 m x 0.46 m dia
LOW FREQUEHNCY E-BOMB - GENERAL ARRANGMENT MK.84 PACKAGING

FCG Winding Radiation Pattem Lobes

PN

{C) 1996 Carto Kopp

FIG.4 LOW FREQUENCY E-BOMBE WARHEAD {MK.84 FORM FACTOR)

Figure 10. MK.84 E-Bomb Warhead (Kopp, 1996)
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FI1G.6 HP E-BOMB WARHEAD (Mk.B4 FORM FACTOR)
Figure 11. MK.84 HPM E-Bomb Warhead (Kopp, 1996)

Another delivery method of e-bomb may be the use of UAVs. The
technology of UAVs is still developing and partly immature; however,

improvements can be expected in the next decade.

The e-bomb targets mission essential electronic systems such as the
computers used in data processing systems, communications systems, displays,
industrial control applications, including road and rail signaling, and those
embedded in military equipment, such as signal processors, electronic flight

controls and digital engine control systems (Kopp, 1996).

When e-bomb outputs are too weak to destroy these systems but strong
enough to disrupt their operations, system performance can be degraded. On the
other hand, and when intense fields are involved, these targeted electronic
devices and electrical equipment may also be destroyed by the electromagnetic
pulse effect. Since new technology diodes, integrated circuits, transistors, and
microprocessors are getting more and more vulnerable and sensitive to
electromagnetic transients, any device that includes these devices can be
potential target for e-bombs. This study will also attempt to assess whether an e-
bomb could, potentially, be a major threat against complex systems such as

commercial airplanes, military aircraft, or other military systems.
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FIG.7 LETHAL FOOTPRINT OF LOW FREQUENCY E- BOMB IN RELATION TO ALTITUDE

Figure 12.  An e-bomb delivery method (Kopp, 1996)

Figure 12 shows the relation between the altitude where the e-bomb is
detonated and a representation of the lethality range. Target information (to
include location and vulnerability) becomes an important issue. If the lethality
range for the specific target is estimated, the optimum detonation altitude for a
known device yield can be calculated in order to provide the maximum lethality
footprint as shown. If the target systems are located in relatively narrow area like
in Figure 13, a higher detonation altitude can be implemented while still covering
the entire footprint, while keeping the delivery platform well out of the stand-off
range. All these parameters must be considered in deciding on detonation
altitude.
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FIG.8 LETHAL FOOTPRIMT OF A HPtM E-BOME IN RELATION TO ALTITUDE

Figure 13.  Delivery method of e-bomb (Kopp, 1996)

A significant problem with the delivery of e-bomb as either “guided” or
“‘dumb” bombs is required accuracy. A GPS aided bomb uses a smart tailkit
equipped with an internal navigation package and a GPS receiver, which provide
such weapons with a circular error probably between 6 and 12 meters. Such
weapons are fully autonomous, all-weather capable, and employ intelligent
guidance algorithms, which allow the weapon to engage the target with a
preprogrammed trajectory (Kopp, 1996). Dumb bombs, on the other hand, have

a great deal of inaccuracy involved in their delivery.

Because of the simplicity of the e-bomb in comparison to weapons such
as Anti Radiation Missiles (ARMs), it is not unreasonable to expect that they
should be cheaper to manufacture and easier to support in the field, thus

allowing for more substantial weapon stocks (Kopp, 1993).
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.  HYPOTHETICAL ELECTROMAGNETIC BOMB

Directed energy is not a science fiction. These are real weapons
being tested in real scenarios... And those nations that are not
prepared to exploit directed energy will stagnate or even worse,
lose, by clinging to outmoded traditional forms of warfare. They will
fall behind, just as civilizations that clung to the bow and arrow lost
to the rifle and just as bullets and bombs will fall to DEW...(Beason,
2005)

— Doug BEASON, PhD

In this chapter, HPM theory and the general design principles introduced
in the previous chapter are to define a notional e-bomb. Our e-bomb includes an
HPM power source, appropriate waveguide, and an antenna/reflector. The pulse

generated by the HPM source follows a rectangular wave shape.

' ﬁ | Parabolic dish antenna
&,

Hornh antenna

Waveguide

— Open waveguide

HPM Generator

HENEN
O

Figure 14. E-Bomb major elements
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First, the theory behind HPM technology is defined. Next, the device
radiated output is described and used to define the propagation pattern of
generated electromagnetic field to ill be estimated as a function of range. Then,
the coupling mechanisms between the HPM device output and the target system
are defined. After defining the yield for the conception e-bomb from an HPM
source, the impact on electronic systems is considered. The basis for
consideration is according to the known, published threshold values of electronic
systems. The possible effects are analyzed and the potential lethality range for

different targets is estimated. A flow diagram of the described process is shown

in Figure 15.
: 4 Effects on
Hom antenna _.F:?n“:g;)rﬁg'?g?;?sr; —_—— Eg;‘::lgr;% » electronic
Wavepide components
UpsetiDamage
HPM Generaior for the entire
system
E-Bomb Target System

Figure 15. The e-bomb microwave flow from the power source to the
damage/upset of target system.

To support the interaction assessment, a MATLAB model is used to
simulate e-bomb effects using HPM theory. Published data for relevant systems

is then used to validate the model.
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Finally, defense against e-bomb are considered, and the
advantages/disadvantages of different types of e-bomb design features are

evaluated in terms of the military utility.

A. NOTIONAL PHYSICAL PRINCIPLES

1. Specifications

For our model, a frequency range between 0.5 GHz and 3 GHz is used.
The reason to choose this range is that the ultrahigh frequency (UHF) region
from 300 MHz to 3 GHz is extensively populated with radars, television
broadcasting and mobile communications involving aircraft and surface vehicles.
For most military operations environments, collateral effects on important use

civilian systems is unacceptable, and should be avoided.

According to the described frequency range, an appropriate rectangular
waveguide is chosen from Table 1. If there is more than one appropriate
waveguide for the specified frequency range, the one with greater dimensions in
size is used, since it provides a better field strength in far field. It also provides
relatively lower field strength in the waveguide, which avoids the field strength
exceeding the atmospheric breakdown limit (leading to ionization instead of

propagation).

>

Figure 16. Rectangular waveguide
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For the simulation model, the frequency ( f) and the duration of the
microwave pulse/pulsewidth (7 ) will be decided by the user. For the purpose of
this study, 100 nanoseconds (ns) is chosen as the default pulsewidth to make
relevant but meaningful comparison between the different classes of e-bomb. For
frequencies at or above 1 GHz frequency, 100 ns pulsewidth will contain 100
cycles and from an interaction viewpoint, 100 cycles should be adequate to ring
up most system resonances, resulting in a steady-state maximum signal (voltage

or current) at the failure port (Taylor and Giri, 1994).
Y

Figure 17. Waveguide dimensions

As seen on Figure 17, let the inner dimensions of the waveguide be :
a: larger dimension of the waveguide
b: smaller dimension of the waveguide.

Since a>b, the TE1o mode has the lowest cutoff frequency, it is generally
desirable to have only one propagating mode in the waveguide. This minimizes
dispersion and allows more efficient operation of the waveguide (Taylor and Giri,
1994).

The model impedance for the rectangular waveguide that operates in TE+q

mode is



where

Z, : wave impedance of free space (/& =1207x)

A : operating wavelength (1 = % where the c is the

speed of light in free space, 3x10° m/s)

a : larger dimension of the waveguide (Taylor and Giri,
1994).

For our e-bomb simulation, the dimensions of the waveguide are entered
by the user. Free space wave impedance will be reference impedance in the

simulation as shown in equation (1).

Once the model impedance is determined, the peak electric field (E-field)

in the waveguide is given by:

E. . (waveguide) = %ZLOPavg (2)
where
Z, model impedance of waveguide
Pag - average power of HPM source
a : larger dimension of the waveguide
b : smaller dimension of the waveguide (Taylor and Giri,

1994) (Giri and Tesche, 2003) (Giri, 2004).

For the simulation, the average power will be entered by the user in terms

of the classifications of e-bomb, which will be defined later in this chapter.

Another issue for HPM propagation is the atmospheric breakdown
limitations. The upper limit of microwave power that can be transmitted in a
waveguide and in the air is determined by the dielectric strength of the medium in

which the microwave pulse propagates. As a rule of thumb, 3 MV/m maximum
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field strength is assumed the maximum field strength that the atmosphere can
propagate. The upper limit of the breakdown field strength depends on the
pulsewidth. A simplified expression for the critical electric field strength,

E,q [V/m], for dielectric breakdown of a microwave pulse in air at atmospheric

conditions is given by (Larsson, Johansson, and Nyholm, 2006)

42x10° "
E,, =225 p{1+—}

pr
where
p : ambient pressure in pascals
T : pulsewidth of microwave.

Obviously, if the pulsewidth is increased, the breakdown field strength will
decrease. In the e-bomb simulation, 1013.25 hectopascal (hPa) will be used
since it is the average atmospheric pressure at sea level on the earth (see Figure
18 which shows the breakdown field strength as a function of air pressure for

different pulsewidths).

x 10° Microwave breakdown limit vs. air pressure
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Figure 18.  The critical electric field strength for different pulsewidths
36



For the standard atmospheric conditions (1013.25 hPa), the maximum
field strength that can propagate in the atmosphere is around 3.10 MV/m for 100
ns. pulsewidth (the standard pulsewidth for the simulation).

The breakdown limitation formula shown in equation (3) is valid for air
only. The waveguide may be filled with different inert gas, for example sulphur
hexafluoride (SFs), which has a critical field strength level of 3-4 times that of air
at microwave frequencies (Larsson, Johansson, and Nyholm, 2006).
Combinations of SFg and Nitrogen (N2) have also proved valuable when working

with pulse power technology at peak output.

If the waveguide is vacuumed and then filled with appropriate gas with a
high dielectric strength, a field strength up to 74 MV/m can be sustained in the
waveguide (Taylor and Giri, 1994).

As mentioned before, in HPM applications at GW power range, the
waveguide and the horn are evacuated. But the dimensions of the horn aperture
must have a minimum value at which the power density and the peak electric
field at the aperture of the antenna enable the transition from the vacuum to 1
atm. SFs gas. This means that the peak electric field at the aperture of the
antenna must also be below the breakdown electric field. For the simulation, this
value is around 3.10 MV/m. As seen on Figure 19, if the aperture has dimensions
a' (width of the aperture, larger dimension) and b' (height, smaller dimension),
corresponding to the a and b of the waveguide, the peak electric field at the

aperture is estimated by
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b:

Figure 19.  Aperture details of the proposed horn antenna

If it is assumed that 3' :%, the equation (4) becomes
a

E .« (attheaperture) = E,, = E . (waveguide) X(Ej (5)

Once the minimum value for b' is calculated, other dimension of the horn,
a', can be calculated as well (Taylor and Giri, 1994) (Giri, 2004).

For example, at f = 1.2 GHz and Pavg= 2GW, the peak electric field in the

waveguide is found to be 14.3 MV/m, which means that E should be about

0.2165 in order to keep the electric field below 3.10 MV/m at the aperture of the
horn antenna. As a result, the minimum dimension of b’ is (97.79 mm/0.2165) =
45.17 cm. Using the same ratio for a', it is found to be that a' is (195.58
mm/0.22) = 90.33 cm.

The other option can be the use of parabolic dish (see Figure 20) instead
of horn antenna. If the focal length of the parabolic dish (F ) is known, the peak
electric field at the aperture can be estimated without using the dimensions of the

antenna by
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axh

E pea (at the aperture) = E,, (waveguide) ——~ (6)

(Giri and Tesche, 2003)

Parabolic Dish

Rectangular Waveguide Feed -
Focal Length | Diameter of
Mo S s * : the antenna

Figure 20.  Aperture details of the proposed parabolic dish antenna

Once the electric field at the aperture of the antenna is found, the far field

parameters may then be estimated by

E o (far field) = E ., (attheaperture) x [ areaof thre;t reflectorj Vim (7)
2
o, (far field) - E 2 pea (atthe aperture)}v\/attslmz @)
27,
U= Py, x7 Joules/m? (9)
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where
r: target distance (in meter) from the e-bomb
E o (far field): E-field strength from the e-bomb at the
distance r
areaof the reflector : a'xb' for the horn antenna

2
nd— for the parabolic antenna where d is the

diameter of the parabolic dish

P, (far field) : average power density

u : energy density (Taylor and Giri, 1994) (Giri and
Tesche, 2003) (Giri, 2004).

The field strength at one meter from the antenna is called the figure of
merit (FOM). According to the far field parameters, the E-field and range product
gives the FOM of the e-bomb. FOM provides a convenient comparative
performance measure for HPM device outputs that is conveniently and easily

scaled to the device peak field output at ranges beyond far-field.

As the microwave signal propagates through the troposphere, it is
attenuated through energy absorption by atmospheric gases and by rain. Rain
droplets also scatter as well as absorb microwave transmissions; however, the
scattering of energy out of a beam is small when compared to the absorption

loss.
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Figure 21.  Atmospheric attenuation of microwave propagation at 0° C and 1
atm due to oxygen and water absorption (Taylor and Giri, 1994).

According to Figure 21, the attenuation due to the atmosphere is not
significant below 1GHz. Consider the commonly used frequency at 2.45 GHz,
where commercially available devices such as microwave ovens, cell phones etc.
are operated. Among these devices, a microwave oven source can be used as a
general HPM generator for an e-bomb. Any later HPM sources that will be
defined as the source of e-bombs in this study will not be operated more than

2.45 GHz. Since the atmospheric attenuation increases by the frequency, the
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maximum frequency in this study (2.45 GHz) will be used as the reference
frequency for the upper limit of atmospheric attenuation. For the microwave oven
operating frequency (2.45 GHz), the atmospheric attenuation is around 0.0003
dB/km. Since for the e-bomb simulation any loss in the HPM source, in the
waveguide and at the reflector is neglected, 0.004 dB/km attenuation is chosen
as the default atmospheric attenuation in order to fully compensate any ignored

losses and provide a conservative output estimate.
Attenuation (loss) due to the rain is estimated by
L, =xR? dB/km (10)

where R is the rain rate in millimeters/hour. The constants x and y are dependent

on operating frequency according to

x=x,f" f in GHz (11)

where
X, =6.39x107° X, =203 f<29GHz (12)
X, = 4.21x107° X, =242 29GHz<f <54GHz (13)

and

y=y,f”" fin GHz (11)

where
y, =0.851 y, =0.158 f <8.5GHz (12)
y, =1.41 y, =-0.0779 8.5GHz < f < 25GHz (13)
y, = 2.63 y, =-0.272 25GHz<f <180GHz (14)

(Taylor and Giri, 1994)
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Figure 22 shows the attenuation due to the rain for different rain rates at
interested frequencies. The attenuation increases when the operating frequency
increases. It also increases when the rain rate increases. For moderate rainfall,
R= 5 mm/h, the corresponding path loss is 0.00038 dB/km at 1.2 GHz, 0.0008
dB/km at 1.7 GHz, 0.0012 at 2 GHz, and 0.002 dB/km at 2.45 GHz.

The Attenuation of Microwave due to the Rain
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Figure 22.  Attenuation of microwave due to the rain at different rain rates.

Up to this point, the basic theory for the hypothetical e-bomb is defined
including the propagation features in the atmosphere. This theory as described

will be used as the basis for MATLAB simulation calculation.
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2. Classifications of the Source Elements

To show a wide range of different applications, source technologies and
the range of effects on different targets, three types of e-bomb will be categorized

an evaluated:
e Low-Tech (Small) E-Bomb
e Medium-Tech (Moderate) E-Bomb

e High-Tech (Powerful) E-Bomb
a. Low-Tech (Small) E-Bomb

A low-tech e-bomb is characterized by marginal performance,
minimal technical capabilities, and is easily assembled and deployed (Giri and
Tesche, 2003).

For this thesis, it will be assumed that low-tech (small) e-bombs will
be used against relatively small and unshielded systems. Unshielded systems

are considered to be fully exposed by e-bomb electromagnetic waves.

Low power levels are generally in the kW levels (Giri, 2004). For
the simulation, a microwave oven specifications will be used to define the low-
tech e-bomb. There are commercially available magnetron microwaves in the

range of 800-2000 watts, which makes for an easily procured HPM generator.

Though militarily not applicable, the purpose of using a microwave
oven source is to show that low-tech e-bomb designed from commercially
available sources with average power level between 800-2000 watts are possible
to produce field strength levels at about kV/m level at km distances with a

reasonable antenna.

A commercially available continuous wave (CW) microwave oven
has the operating frequency of 2.45 GHz. From Table.1, corresponding
rectangular waveguide can be either WR340 or WR430. For this study, both

waveguides will be used. According to the outputs of each e-bomb (WR340 and
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WR430), the better output of the two will be chosen for the analysis of low-tech e-
bomb. It will also set a rule to choose the appropriate waveguide in situations

presenting more than one option.

For radiating the low-tech e-bomb output, a parabolic (dish)
antenna with 1.54 m? aperture area (d=1.4m) with 0.371m focal length (F) will be
used where d is the diameter of the dish antenna. Focal length and aperture area
are chosen arbitrarily, but it is clear that such an antenna is available
commercially. As mentioned before, the pulsewidth is chosen to be 100ns.

Specifications for the “Low-Tech (Small) E-Bomb” are shown in Table. 2.

Operating frequency ( f ) 2.45 GHz

Average power (P, ) 800-2000 watts

WR340 waveguide dimensions (axb) | 0.086x0.043 m

WR430 waveguide dimensions (axb) | 0.10922x0.05461 m

Aperture area of the reflector (A) 1.54 m? (d=1.4 m)
Focal length of the reflector (F ) 0.371m
Pulsewidth (7) 100 ns
Table 2. Specifications of Low-Tech (Small) E-Bomb

b. Medium-Tech (Moderate) E-Bomb

The medium-tech e-bomb, as defined in this thesis, requires the
skills of a qualified electrical engineer and relatively more sophisticated
components such as commercial radar systems that can be modified to become

a weapon system like e-bomb (Giri and Tesche, 2003).

For the simulation, it will be assumed that medium-tech (moderate)

e-bombs will be used against moderately shielded systems. A 30 dB shielding
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effectiveness is assumed for moderately shielded systems. Civil aviation aircraft
provide a good example for moderately shielded systems that might have roughly
30 dB shielding.

It is known that sufficiently intense electromagnetic signals in the
frequency range of 200 MHZ to 5 GHz can cause electronic damage in many
systems. For the simulation of medium-tech e-bomb, 1.2 GHz and 1.7 GHz are
chosen as the operating frequencies due to their common applicability to
standard radar and communications technologies that are similar in form.
Moderate power levels can be in the range of 1 to 20 MW (Giri, 2004). For the
average power, a range between 1-20 MW will be analyzed to decide the most
effective power source and operating frequency. There are also commercially
available radar systems that operate around 1.2 GHZ and 1.7 GHz frequency

level and radiate an average power up to 20 MW.

For the medium-tech e-bomb, corresponding rectangular
waveguides are chosen to be WR770 for 1.2 GHz frequency and WR650 for 1.7
GHz frequency from Table.1. After comparing the outputs of each frequency
option of the moderate e-bomb, a conservative estimate will be identified that
covers the largest output from the two as the medium-tech (moderate) e-bomb

for the analysis the potentially lethal effect on different systems.

Based on the initial work by Giri (Taylor and Giri, 1994), a parabolic
(dish) antenna with 4.9 m? aperture area (d=2.5m) with 0.5m focal length (F) will
be used for reflector of the medium-tech e-bomb. Focal length and aperture area
are chosen arbitrarily. The pulsewidth is to be 100ns (as was done for low-tech e-
bomb). Specifications for the “Medium-Tech (Moderate) E-Bomb” are shown in
Table.3.
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Operating frequency ( f) 1.2 GHz and 1.7 GHz

Average power (P, ) 1-20 MW

WR650 waveguide dimensions (axb) | 0.1651x0.08255 m

WR770 waveguide dimensions (axb) | 0.19558x0.09779 m

Aperture area of the reflector (A) 4.9 m? (d=2.2 m)
Focal length of the reflector (F ) 0.5m
Pulsewidth (7)) 100 ns
Table 3. Specifications of Medium-Tech (Moderate) E-Bomb

C. High-Tech (Powerful) E-Bomb

More sophisticated high-tech and high-power electromagnetic
systems would certainly require specialized and sophisticated technologies and
perhaps even specifically tuned output to cause severe damage to a specific
target (Giri, 2004).

For the e-bomb simulation, it will be assumed that high-tech
(powerful) e-bombs will be used against fully shielded systems. A 40-50 dB
shielding effectiveness is assumed for fully shielded systems. Military systems
are a good example of fully shielded systems and are procured with shielding

requirements in order to perform designed missions.

Following the initial work by Giri (Taylor and Giri, 1994), The
operating frequency of high-tech (powerful) e-bomb is chosen to be 2 GHz. High
power levels can be in the range of 100’s of MW to GW’s (Giri and Tesche,
2003). For the average power, a 20 GW source will be used to assess the effects
of powerful e-bomb on target systems. A 20 GW vircator source has been
reported by Benford in 1987 (Benford, 2004). Obviously, the technology has
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been improved for the past 20 years and more power is achievable with a
reasonable, compact size. Once the lethality generated by a 20 GW source is
assessed, one can easily think about the effects of possible lethality level

generated by the current technology.

For the high-tech e-bomb, corresponding rectangular waveguide is
chosen to be WR510 from Table.1.

A horn antenna with 12.5 m? aperture area (5x2.5m) will be used
for the high-tech e-bomb. The horn dimensions are chosen arbitrarily. The
pulsewidth is to be 100ns. Specifications for the “High-Tech (Powerful) E-Bomb”

are shown in Table. 4.

Operating frequency ( f ) 2 GHz

Average power (P, ) 20 GW

WR510 waveguide dimensions (axb) | 0.12954x0.06477 m

Aperture area of the horn (A) 12.5 m? (5x2.5 m)
Pulsewidth (7)) 100 ns
Table 4. Specifications of High-Tech (Powerful) E-Bomb

B. COUPLING ESTIMATES

All electronic equipment is susceptible to malfunctions and permanent
damage under electromagnetic illumination of sufficient intensity. The intensity
level for system vulnerability is dependent upon the coupling from the external

fields to the electrical circuits and their corresponding sensitivity characteristics.

A temporary malfunction (or upset) can occur when an illuminating
electromagnetic field induces current and voltages in the operating system
electronic circuits at levels that are comparable to the normal operating signals.

Permanent damage can occur when these induced stresses are at levels that
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produce joule heating to the extent that thermal damage occurs. (usually
between 600 and 800 degrees Kelvin) (Benford, Swegle, and Schamiloglu,
2007).

No matter what kind of e-bomb is used or which power/frequency/mode is
applied, two principal coupling modes are recognized in open literature in

assessing how much power is coupled into target systems:
e Front Door Coupling
e Back Door Coupling

Both coupling mechanisms are explained here, although, only the back
door coupling will be used in the simulation in order to assess the lethality of
three classes of hypothetical e-bombs. Considering that front door coupling
inherently has more energy delivered into target systems than the energy
delivered through back door coupling, it can be assumed that, in reality, more

susceptibility can be achieved than the susceptibility shown in this study.

All the coupling estimates will assume that the target system is in the main
lobe of the e-bomb antenna. Clearly, if the target is in the sidelobes or at random
angles, the coupling efficiency will decrease, and less power will be delivered to

the target.
1. Front Door Coupling

Front Door Coupling is typically observed when the power radiated from
the e-bomb is directly coupled into the electronic systems, which involves an
antenna such as radars, EW or communications equipments. The antenna
subsystem is designed to couple power in and out of the equipment, and thus
provides an efficient path for the power flow from the electromagnetic weapon to

enter the equipment and cause damage (Kopp, 1996).

For front door coupling to gain entry through an antenna, it can be

appropriate to operate the e-bomb at the in-band frequency of target system if it
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is known (Benford, Swegle, and Schamiloglu, 2007). For this reason, most front
door coupling is efficient for only a narrow band of frequency, and is inefficient

outside the band.
2. Back Door Coupling

Back Door Coupling occurs when the electromagnetic field from the e-
bomb produces large transient currents (termed spikes, when produced by a
transient source) or electrical standing waves (when produced by a HPM
weapon) thru cracks, small apertures and on fixed electrical wiring and cables
interconnecting equipment, or providing connections to power mains or the
telephone network. Equipment connected to exposed cables or wiring will
experience either high voltage transient spikes or standing waves, which can
damage power supplies and communications interfaces if not shielded or
inherently robust. Moreover, should the transient penetrate into the equipment,
other devices inside can be damaged through mutual coupling. Any cable can
comprise multiple linear segments, which are typically at close to right angles;
therefore, whatever the relative orientation of the e-bomb, one or more segments
can provide very good coupling efficiency. Network cables use fast, low-loss
dielectrics and are thus very efficient at propagating such transients with minimal
loss (Kopp, 1996). Back door coupling can generally be described as wideband,
but may have narrow-band characteristics because of resonance effects

(coupling to cables for example).

Theory for the back door coupling is more complex than that for the front
door coupling. Since the cross section of coupling is difficult to determine for the
target system, the susceptibility results can be different from the expected

(Benford, Swegle, and Schamiloglu, 2007).

For the validation of the hypothetical e-bomb model and the assessment
of each e-bomb’s lethality, a basic theory relating field strength to coupled current

will be used in the simulation.
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The point form of Ohm’s Law indicates that the conduction current density
generated on a wire or a coaxial cable depends on the conductivity of that
material and the electric field strength that the wire/coaxial cable is subjected to.

Current density in Ampere/square meter is given by

J=oF A/m? (15)
where
o : Conductivity of material (target system design)
E : E-field strength that the wire/coaxial cable is

subjected to (Ulaby, 2006).

The conductivity of the materials used in the simulation is shown in
Table.5.

Material Conductivity, o Siemens/meter (S/m)
Silver 6.2 x 10’
Copper 5.8x 10’
Gold 4.1x 107
Aluminum 3.5x 10’
Iron 107
Table 5. Conductivity of materials used in the simulation (Ulaby, 2006)

Once the current density is determined, for an arbitrary surface S, the total

current flowing through that surface is given by

| = J.S J.ds  Ampere (A) (16)

For circular wire, equation (16) becomes

d,’
|:J£ s ] (17)
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where
J : Current density

d : Diameter of the wire (Ulaby, 2006).

For coaxial cables, equation (16), the surface integration, becomes
I =J(2ar,) (18)
where
J : Current density

Radial distance of coaxial cable from the axis
of the center conductor

I : Length of coaxial cable (Ulaby, 2006).

Once the total current flowing through the wire/cable is determined, the

coupled power can be expressed by

P =I1°R, (19)
where
P, : coupled power
R, : matched load of the target system.

Using the field-current relationships, the coupled power into the target
system is compared with known electromagnetic susceptibility limits of electronic
circuits and components in order to determine the potential susceptibility of each

e-bomb against different targets.
C. EFFECTS ON TARGETS

E-bomb interactions with system electronics can be categorized in four
levels of destructive effect (upset, lock-up, latch-up, and burnout) and are

dependent upon:
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o Distance to the target

. Vulnerability of the target

o Operating frequency

° Coupled power level and power density on the target

° Bandwidth

o Burst rate and pulse duration
o Dwell time on the target
J Coupling mode or entry points

These four potential effects of e-bombs on targets can be categorized into
a hierarchy of lethality (described in the following paragraphs), each of which

require increasing microwave emission on the target.
1. Soft-Kill

A soft kill is produced when the effects of the weapon cause the operation
of the target equipment or system to be temporarily disrupted. A good example is
a computer system, which is caused to reset or transition into an unrecoverable
or hung state. The result is a temporary loss of function, which can seriously
compromise the operation of any system that is critically dependent upon the

computer system in question (Kopp, 1996).

Soft kill can occur in two forms:
a. Upset

Upset is a temporary alteration of the electrical state of one or more
nodes, in which the nodes no longer function normally. Upset means particular
interaction as observed between a weapon and the operating state of the target
system at the time, as the state changes, upsets could subside. Given operating

state, the upset continues until the impressed radiation is terminated. Once the
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signal is removed, the affected system can be easily restored to its previous
condition. Interference caused by jamming equipment or lightning are examples

of this type of deny effect (Deveci, 2007).
b. Lock-up

Lock-up is similar to upset in that the electrical states of affected
nodes are temporarily altered, but the functionality of these nodes remains
altered after the radiation is removed. Lock-up produces a temporary alteration
similar to upset, but electrical reset or shut off and restart is necessary to regain
functionality after the radiation is removed. Degrading is an example that requires
the intervention by an external operator or special safeguard procedures to

reload the target system (Deveci, 2007).
2. Hard-Kill

A hard kill is produced when the effects of the weapon cause permanent
electrical damage to the target equipment or system, necessitating either the
repair or the replacement of the equipment or system in question. An example is
a computer system that experiences damage to its power supply, peripheral
interfaces and memory. The equipment may or may not be repairable, subject to
the severity of the damage, and this can, in turn, render inoperable — for
extended periods of time — any system that is critically dependent upon this

computer system (Kopp, 1996).

Hard kill can be seen in two forms:
a. Latch-up

Latch-up is an extreme form of lockup in which parasitic elements
are excited and conduct current in relatively large amounts until either the node is
permanently self-destroyed or the electrical power is switched off to the node.

This effect can run down batteries supplying power to the affected nodes or can
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pull down power supply voltages. No responding semiconductor devices to an
input or transistors failing on a circuit board due to overloads from radiation are

two latch-up examples (Deveci, 2007).
b. Damage/Burnout

Damage/burnout is electrical destruction of a node by some
mechanism like latch-up, metallization burnout, or junction burnout. Because
electrical overstress can cause charge buildups in passivation layers and
dielectric layers that decay with the time, damage is often distinguished as to its
degree of performance. One will often find the term “permanent damage” or
“electrical burnout” used to describe the more catastrophic kinds of damage.
Damage/burnout occurs when the high-power microwave energy causes melting
in capacitors, resistors or conductors. Burnout mostly occurs in the junction
region where multiple wires or the base collector or emitter of a transistor come
together, and often involves electrical arcing. Consequently, the heating is
localized to the junction region. A lightning strike’s effect on electronic devices is

a burnout example (Deveci, 2007).
D. MODEL

It is far too complicated to ideally and faithfully represent the effects of
proposed e-bombs through back-of-envelop calculation methods since it involves
a wide range of interacting and interdependent parameters and equations.
However, reliable and dependable predictions for coupling to a wide variety of
electric circuitry environments and components are still needed and valuable
when used to assess the potential effects of e-bombs. For this reason, a
MATLAB simulation is used to simulate each type of described e-bomb. The flow
diagram of this simulation is shown on Figure 23. The output designated by the

numbers is the output plots of the simulation and defined in the next paragraph.
The MATLAB code for the simulation is shown in Appendix-B. The
model’s output is:
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e The maximum E-field that can propagate in the air without

breakdown

e Minimum dimensions of the horn antenna in order to avoid the

breakdown in the air
o “E-field strength vs. the distance” plot of e-bomb (without loss) (1)

o “E-field strength vs. the distance” plot of e-bomb with atmospheric

loss (2)
User Input Outputs
(P.o T.a,b M) (12,13, 14)
Basic Calculations User Input for
(Zmodels Ewaveguide, Ebreakdowns) Target Matched Load
User Input for Antenna Outputs
{Horn or Dish) (8,9, 10, 11)

l I

User Input for Target Design
{material, wirefcoaxial cable,
an their dimensions)

User Input for Antenna
{(Parameters : a’, b’, F, d)

l I

Basic Calculations ; Outputs
(FOM, E, 0,0) User Input for Rain Rate (1,2,3.4.5 6,7

Figure 23.  Flow Diagram of MATLAB Simulation

o “E-field strength vs. the distance” plot of e-bomb with atmospheric

loss + loss due to rain (3)

e “Average power density vs. the distance” plot of e-bomb with
atmospheric loss (4)
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e “Average power density vs. the distance” plot of e-bomb with

atmospheric loss + loss due to rain (5)

e “Energy density vs. the distance” plot of e-bomb with atmospheric
loss (6)

e “Energy density vs. the distance” plot of e-bomb with atmospheric

loss + loss due to rain (7)

¢ “Flowing current vs. the distance” plot of e-bomb with atmospheric

loss (for chosen material) (8)

¢ “Flowing current vs. the distance” plot of e-bomb with atmospheric

loss + loss due to rain (for chosen material) (9)

¢ “Flowing current vs. the distance for shielded systems” plot of e-

bomb with atmospheric loss (for chosen material) (10)

e “Flowing current vs. the distance for shielded systems” plot of e-

bomb with atmospheric loss + loss due to rain (for chosen material)
(11)

e “Delivered power vs. the distance for unshielded” plot of e-bomb for
atmospheric loss and rain loss (for chosen material and chosen
matched load) (12)

o “Delivered power vs. the distance for shielded systems” plot of e-
bomb with atmospheric loss (for chosen material and chosen
matched load) (13)

e “Delivered power vs. the distance for shielded systems” plot of e-
bomb with atmospheric loss + loss due to rain (for chosen material

and chosen matched load) (14)

According to the results obtained from the simulation, a susceptibility
assessment is performed and critically analyzed. Finally, an assessment of

military utility is conducted.
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E. VALIDATION OF THE MODEL

Consider a scenario that includes a medium-tech (moderate) e-bomb used
against a commercial airplane. The e-bomb in this scenario will be radiating
microwave energy 500 feet away from the airplane. The inherent question is,
“Can medium-tech e-bombs generate a field strength or deliver a force into the
airplane electronic systems, such as radars, communication devices, electronic

modules etc., that cause damage to important electronic devices?”

The answer to this question leads to the need to validate the proposed
simulation in this thesis. A validated model adds credibility to the results obtained
in terms of expected “real world” coupling effects. Such a validation scenario is

shown in Figure 24.

For this scenario, a medium-tech (moderate) e-bomb is used in the
system interaction estimations. As mentioned before, the interested target for
moderate e-bomb is civil aviation. It is assumed that the electrical systems on the
airplane involve coupling to a representative cable that is 100 ohms impedance
matched to a load circuit. The specifications for the moderate e-bomb is shown in
Table 6. All specifications are chosen to be arbitrary, but, at the same time,
providing specifications that meet the criteria defined in moderate e-bomb

classifications.
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Medium-Tech {(Moderate) E-Bomb

Figure 24.

Commercial airplane

- Matched load 100 ohms
- includes transistors/diodes

Scenario for validation of e-bomb simulation

Operating frequency ( f )

1.2 GHz

Average power (P, )

700 kW

WR770 waveguide dimensions (axb)

0.19558x0.09779 m

Aperture area of the reflector (A)

3.14 m? (d=2 m)

Focal length of the reflector (F )

0.5m

Pulsewidth (7))

100 ns

Table 6.

Moderate E-Bomb specifications for validating scenario

As a first step and upon completing a simulation run, the results of the

simulation are compared to the (High Intensity Radiated Field) HIRF Environment

Standards for commercial aircrafts.
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The HIRF environment standards guide is a document that provides
technical guidance to demonstrate compliance with best-practice aircraft high
intensity radiated field certification regulations. The HIRF regulations are
applicable to any civilian aircraft. The more specific area of applicability to each
aircraft is the continued availability of functions related to safe takeoff, flight, and
landing during and after exposure to HIRF. It must be demonstrated and certified
that aircraft systems that perform functions related to safe takeoff, flight, and
landing must not be lost when the aircraft is exposed to the Severe or
Certification HIRF Environment (HIRF Standards, 2003).

The environments were defined from considering all deployed emitters
operating at peak output located in the continental United States, Hawaii, Alaska
and Puerto Rico, plus the five participating European countries: United Kingdom,
Germany, Sweden, France, and the Netherlands (HIRF Standards, 2003).

The external environment is found to exist due to the radiation of Radio
Frequency (RF) electromagnetic energy into free space. This energy is radiated
from radio, television, radar emitters, and from other sources. Figure 25 depicts
many of these common electromagnetic sources that couple to and cause
interference with electrical wiring of aircraft. Two of these sources of great
concern to the aircraft designers and manufacturers are the high-energy external
RF emissions from radars and radio transmitters and the effects of direct and
indirect lightning. Contributing to the electromagnetic environment are more than
500,000 emitters in the U.S. and Western Europe. The HIRF environments are a
composite of transmitters that are airborne, land-based, offshore platforms, and
ship-based. These transmitters are becoming more sophisticated, more efficient,
more powerful, and more numerous. The emitters cover the entire Radio
Frequency (RF) spectrum and their radiated fields vary greatly in energy levels

and signal characteristics.

The Severe HIRF Environment is based on the “worst case” estimate of

electromagnetic field strengths that a civil aircraft might encounter.
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The International Civil Aviation Organization (ICAQO) flight standards allow
flight to within 500 feet of the ground under visual flight rules (VFR) for fixed wing
aircraft. Although this is uncommon for many aircrafts, it is permissible. At such
an altitude, aircraft have the potential to come extremely close to terrestrial-
based emitters that produce RF field levels at the aircraft in excess of 7,000
volts/meter. This resulted in the committee establishing two Severe HIRF
environments, one for fixed wing aircraft and one for rotorcraft. The material in
HIRF standards deals only with flights above 500 feet except during landing and
takeoff at civil airports (HIRF Standards, 2003).
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Figure 25. HIRF Environment for an aircraft

The Fixed Wing Severe HIRF Environment is defined as “the worst case
estimate of the electromagnetic field strength levels in which the airspace in

which fixed wing flight operations are permitted” (HIRF Standards, 2003).
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For the simulation in this study, Fixed Wing Severe HIRF Environment is
used to compare the output of the study. These composite levels are shown as a

function of frequency in Table 7.

FREQUENCY FIELD STRENGTH (V/m)
PEAK AVERAGE
10 kHz — 100 kHz 50 50
100 kHz — 500 kHz 60 60
500 kHz — 2 MHz 70 70
2 MHz — 30 MHz 200 200
30 MHz - 70 MHz 30 30
70 MHz — 100 MHz 30 30
100 MHz — 200 MHz 90 30
200 MHz - 400 MHz 70 70
400 MHz — 700 MHz 730 80
700 MHz — 1 GHz 1400 240
1 GHz - 2 GHz 3300 160
2 GHz - 4 GHz 4500 490
4 GHz -6 GHz 7200 300
6 GHz — 8 GHz 1100 170
8 GHz - 12 GHz 2600 330
12 GHz - 18 GHz 2000 330
18 GHz — 40 GHz 1000 420
Table 7. Fixed Wing Severe HIRF Environment (HIRF Standards, 2003)
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The second step to validate the model is to show whether the generated
E-field is sufficient to couple enough power into the target system. For this
reason, estimated coupled power into the target is compared to published
damage threshold levels for devices such as representative transistors, SCRs,
diodes, and integrated circuits. A valuable damage threshold level report was
published by Defense Nuclear Agency (DNA) in 1977. DNA defined the damage
threshold levels in kilowatts of the power. A damage threshold power range
derived from experimental evidence and representative devices is demonstrated
by the horizontal bars in Figure 26. According to the data shown in the figure, a
damage threshold power may be as low as 1 watt for microwave diodes or as

high as 40 kW for high power transistors.
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Germanium Transistors RSS
Switching Transistors
Low-Power Transistors [N
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Rectifier Diodes
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Point-Contact Diodes
Microwave Diodes
Integrated Clircuits
L aaaand & F DRGREE 1 K GADOEN B % £ 399940 1 9 B OMEE 1. 11008
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Kilowatts

Figure 26. Damage threshold power range of representative transistors,
SCRs, diodes, and integrated circuits (Mendel, 1997)
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The airplane in the chosen scenario is assumed to have a 30 dB shielding
(moderate). The 30 dB shielding also corresponds to the level of shielding that is
necessary for the avionics in civil aircraft and helicopters in order to withstand the

radar frequency HIRF environment (Backstrom, and Lovstrand, 2004).

For the medium source representation of an e-bomb specified in Table 6,
a field strength at 267.9 kV/m is created in the waveguide. Since it is less than
the breakdown field strength, 3.1 MV/m, no vacuum is required for the
waveguide. The generated E-field at the aperture of the antenna from this
waveguide field is then about 41 kV/m, which is also less than the breakdown
level. The corresponding FOM is 514 kV/m. (recall that FOM is the far-field
output of the device as it would be measured one-meter from the source antenna

and in the direction of maximum field output).

Using the FOM, estimates at far-field electromagnetic environments
produced by the source can be easily generated as a function of range (Field
strength = FOM/range). The E-field strength of moderate e-bomb with
atmospheric losses vs. the range is shown in Figure 27. According to this figure,
the hypothetical moderate e-bomb produces an E-field strength of 3.36 kV/m at
153 meters (500 feet is converted to 152.5 meters and approximated to 153
meters). Notice that this environment almost identically matches the HIRF

threshold at 1 GHz for reliable equipment operations. The 3 kV/m result is

therefore tagged as important and significant.
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E-field strength of E-bomb with atmospheric loss

4 X: 153 b
Y:3.364
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Figure 27.  E-field strength of moderate e-bomb

If it is assumed that the civil airplane considered in the validation model
has electrical equipment configuration that involve a 2 mm-diameter-copper wire
(common), the coupled electric field delivers 613 A current into a matched, fully

exposed, unshielded electronic system (see Figure 28).

Flowing current delivered into unshielded target system
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Figure 28. Current vs. the range plot of moderate e-bomb for unshielded
systems
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When the 30 dB shielding is applied to the simulation, corresponding

current coupled into the system decreases to 19 A (see Figure 29).

Flowing current generated on target system in shielded systems
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Figure 29.  Current vs. the range plot of moderate e-bomb for shielded systems

Corresponding power coupled into the 30 dB-shielded target system is
37.6 kW for a 100 ohms-matched load circuit (see Figure 30)
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Delivered power into 30 dB shielded target system
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Figure 30. Delivered power into 30 dB shielded systems vs. the distance
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Figure 31.  Delivered power into the 30 dB-shielded system
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The power produced by the moderate e-bomb in 30 dB-shielded system
falls on the upper side of the range for damage threshold levels of representative
devices (see Figure 31). That means, the medium technology e-bomb in the
scenario produces outputs on electronic equipments of a commercial airplane,
which is 500 feet away from the e-bomb, that most likely exceed all known
electromagnetic device damage susceptibility limits. The results show that the
field strength produced by hypothetical moderate e-bomb is also consistent with
the field data given by HIRF standards. (3.364 kV/m vs. 3.3 kV/m).

As a result, the scenario explained in this section validates the model
developed to represent the hypothetical e-bomb. Model results are consistent
with the HIRF environment thresholds and have exceeded all device damage
limits. It is therefore a realistic expected exposure level and, because of the
delivered power expected, it produces an important result. The validated model is
used to assess the potential lethality effect of each type of e-bomb. HIRF
standards in field strength have been tied to damage thresholds, so they are
used as the reference to assess the potential lethality of e-bomb on commercial
airplanes. Potential lethality is described because actual coupling levels in real
(not modeled) systems will depend on many additional factors. This fact does
not guarantee lethality, but does provide a condition of potential lethality based
on our understanding of the system, the model used, and the database of

damage criteria available.
F. POTENTIAL LETHALITY OF HYPOTHETICAL E-BOMB

The potential lethality of each type of e-bomb of interest depends on the

target attacked. Targets are classified as:
e Unshielded Systems
e Moderately Shielded Systems

e Fully Shielded Systems
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Unshielded systems are fully exposed by electric fields produced by

radiating sources and will be considered in the interest of the low-tech (small) e-

bomb. Moderately shielded systems are the systems that have 30 dB shielding.
Civil aviation is in the interest of the medium-tech (moderate) e-bomb. In
addition, civil aviation can be considered as moderately shielded systems
according to the data, which is consistent with HIRF standards. Fully shielded

systems are the systems that have 40-50 dB shielding effectiveness (SE).

Military systems can be considered in this group and is in the interest of the high-

tech (powerful) e-bomb.

The potential lethality ranges is estimated by using the known/published

susceptibility levels from DNA reports as described earlier.
1. Low-Tech (Small) E-Bomb

The specifications for a low-tech e-bomb, as used in the simulation, are
defined in Table 1. The low-tech simulation is run for each power level of the e-
bomb. In the first step, it is assumed that the e-bomb is designed by using
WR340 (a=0.086 m, b=0.043 m) waveguide. The output of the e-bomb is shown
in Table 8.

Pavg Emax (Waveguide) Epeax (at the aperture) FOM
(Watts) (kV/m) (kV/m) (kV)
800 21.55 1.75 22.06
900 22.86 1.86 23.04
1000 24.10 1.96 24.67
1100 25.27 2.06 25.87
1200 26.40 2.15 27.02
1300 27.47 2.24 28.12
1400 28.51 2.32 29.18
1500 29.51 2.40 30.21
1600 30.48 2.48 31.20
1700 31.41 2.56 32.16
1800 32.32 2.63 33.09
1900 33.21 2.70 34.00
2000 34.07 2.77 34.88
Table 8. Simulation output for field strengths of low-tech e-bomb with
WR340 waveguide
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If the e-bomb is designed by using WR430 (a=0.10922 m, b=0.05461 m)
waveguide, the strength of the E-field produced by the low-tech e-bomb slightly
increases. It also decreases the field strength in the waveguide. This must be
noted in order to use as a rule of thumb for high-level powers. Output of the

simulation is shown in Table 9.

Pavg Emax (Waveguide) | Epeax (at the horn) FOM
(Watts) (kV/m) (kV/m) (kV)
800 15.6 2.05 25.8
900 16.5 217 27.3
1000 17.4 2.29 28.8
1100 18.3 2.40 30.2
1200 19.1 2.51 31.6
1300 19.9 2.61 32.9
1400 20.6 2.71 34.1
1500 21.4 2.81 35.3
1600 221 2.90 36.5
1700 22.7 2.99 37.6
1800 234 3.07 38.7
1900 241 3.16 39.77
2000 24.7 3.24 40.8
Table 9. Simulation output for field strengths of low-tech e-bomb with
WR430 waveguide

Given that the e-bomb includes WR430 waveguide and has two power
levels, 1500 watts and 2000 watts, the produced field strength at a range 1 km
from the e-bomb is 35.3 V/m for 1500 watts and 40.8 V/m for 2000 watts (see

Table 9). These estimates do not include the atmospheric losses.

Pavg (Watts) E E E
r=1m r=500m r=1km
1500 35.3 kV/m 70.6 V/Im 35.3 V/Im
2000 40.8 kV/m 81.6 V/m 40.8 V/im
Table 10. Evaluation Field strengths of low-tech e-bomb at different ranges
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Among the different power levels, a 2000-watts source is chosen with
WR430 waveguide in order to estimate the potential lethality range for different

types of targets.

Some of the simulation outputs for different parameters of the e-bomb are
shown on Figure 32 (All simulation output for the low-tech e-bomb is shown in
Appendix-C). The results show that for the ranges less than 1500 meters, the
atmospheric loss due to the moderate rain is insignificant. Assuming a lossless
propagation environment, the E-field strength at 1 km from the e-bomb is 40.8
V/m where E-field strength with atmospheric loss is 40.78 V/m and E-field

strength with atmospheric loss and rain loss is 40.77 V/m at the same range.

71



E-field strength of E-bomb (lossless)

E-field strength of E-bomb with atmospheric loss

Figure 32.

range from the e-bomb (m)

72

Simulation output for low-tech e-bomb
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Upset levels as low as 15 V/m have been reported for the electronic
control module in a public bus engine (Backstrom and Loévstrand, 2004).
According to the referenced report, 15 V/m field strength caused an engine to
stop. If considered as a threshold value for public bus engines, according to the
simulation, the low-tech e-bomb model produces field strength that exceed the
electromagnetic susceptibility limits of the cited public bus for ranges up to 2.7
km (see Figure 33). That means, the proposed low-tech e-bomb has a potential
upset effect out to a range of 2716 meters as compared to the public bus data.
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Figure 33. Low-tech E-bomb lethality range for public bus threshold level

Another upset threshold level al low as 30 V/m was reported for personal
computers (PC) when 30 V/m field strength caused disruption and as a result
computer had to be rebooted in order to gain operation (Backstrom and
Lovstrand, 2004). If this level is considered as the upset threshold value for
similar electronic to PCs, according to the simulation, the low-tech e-bomb
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produces field strength that exceeds the electromagnetic susceptibility limits of
PC up to 1.36 km away from the antenna (see Figure 34). That means, the
proposed low-tech e-bomb has a potential upset effect range of 1359 meters
against personal computers, or similar electronics. One can think that the new
PCs are even more susceptible to microwave radiation than older ones. In this

case, it is clear that the lethality range of e-bomb is even greater than 1.36 km

against PCs.
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Figure 34. Low-tech E-bomb lethality range for personal computer

In the same article, perman